HauboJiee pacnpocTpaHeHHbIe CIOCO0OBI XUILIEHUS UMY LIIECTBA
nmyTeM MOAU(PUKANUN KOMILIOTEPHOU UHPOpMaLIMKU
U TUINIHYHBbIE MOCJIeICTBUSA UX IPUMEHEHM S

1. OO0maH moTepmneBHIEer0 MOA MPeAJIOroM NPOJAKU _Bellell Ha
HHTEPHET-IJIOIIA/IKE.

Ha  ToOproBbIXx  HMHTEpPHET-IJIOMIAAKAX  IMPABOHAPYIIUTENb  HAXOJAUT
OOBSBJICHHE, PA3MEIICHHOE M0JIb30BATENIEM O MPOJAXKe KaKOro-JInbo MMYILECTBa,
II0CJIE YETO B Pa3IMYHBIX MECCEHJKEepax MUILET JaHHOMY IOJIb30BaTENI0 O TOM,
4YTO XOYEeT MPHOOPECTH €ro MMYIIECTBO, YKAa3aHHOE B OOBSIBICHHUH, OJAHAKO IO
pa3IMYHBIM NPUYMHAM HE MMEET BO3MOXXHOCTM JIMYHO 3a HUM mpuexarb. OH
npeiaraeT IMPOMU3BECTH OIUIAaTy IIyTEM MEpeBOJA JIEHEKHBIX CPEACTB Ha
OaHKOBCKYIO IUIaTexHYI KapTouky (nanee — BIIK) monb3oBarens u mocne toro,
KaK OH COIJIAIIAETCsl, BBICBUIAET B €r0 aJIPeC CChUIKY C (PUITMHTOBOM (TIOIEIBHOM)
CTpaHMIIEH cailTa ONpeAeNeHHOr0 OaHKOBCKOTO WM HWHOTO  YUPEXKIACHUS
(cTpaHuIla MOXET OBITh BH3yaJbHO CXOXKa CO CTpPaHHIICH WHTEpPHET-OaHKWHTA U
OTJIMYATHCSA TOJBKO CHMBOJIOM B QJpPECHOM CTPOKE TOMEHHOTO WMEHHU CaiTa).
[lepexons mo yka3aHHOW CCBUIKE, IMOJBH30BATENh HE 3aMEUYaeT, UTO HAXOAUTCS Ha
MOJIZICNIBHOM CTpaHMIIE WHTEPHET-OaHKUHTa. B OTKpBIBIIEMCSl OKHE Ha YKa3aHHOM
caiiTe MmoJyib30BaTeNIO, KaKk MpaBuilo, Mpeayiaraercs BBeCTU ¢Bou pekBU3nThl BIIK,
JIOTHH U MapoJib OT MHTEPHET-OaHKUHTa 100 MaclOPTHHIE JaHHBIE, a TAaKXKe KOJ
u3 cMmc-coobmenus. [locne BBoma yka3aHHONM WH(GOPMAaLMU IOJIb30BATEIIO
coobmraercst 00 omudke MO0 HEBO3MOXKHOCTH COBEPIIUTH TUIaTeX. B 310 Bpems
BCIO BBEACHHYIO HH(MOPMALMIO BHUAUT 3JIOYMBIIUJICHHUK W BBOJAUT HA
NEHCTBUTENILHOM caliTe 0aHKa WM MHOM pecypce, Molydas TeM caMbIM JOCTYI K
JICHSX)KHBIM ~ CPEICTBaAM JKepTBBRI M coBepmias ux xumieHue. [Iposens
HECAaHKIIMOHUPOBAHHYIO  OMEpali0 10 TMEpPeBOAy JCHEKHBIX  CPEJICTB,
MPAaBOHAPYIIUTENIh HEPEIKO COOOIIAeT TMOJB30BATENI0, YTO MO TEXHHUYECKUM
IPUYHUHAM HE MOXET €€ OCYIIECTBUTH, U MMPOCUT TIOBTOPUTH JEUCTBHUS C KaKOU-TO
JIPYroi KapTOUYKO# (POJACTBEHHUKOB MM 3HAKOMBIX ).

2. O0MaH monepeBUIEro Mo NPeAI0roM NOKYNKU Bellleil HA HHTEePHET-
IUIOLIAJIKE.

Ha ToOproBelx HMHTEpHET-IUIOIIAJKAX  3JOYMBIIUIEHHUK  pa3MenacT
OOBSBIICHHE O MPOJAKE KAKOTO-THOO HMMYIIECTBA, MOJB3YIOMErocs CIpOCcoM, U
MIPEIHAMEPEHHO yCTAaHABIMBACT LEHY HWXKE pbIHOYHOM. Ilonp3oBareny,
YBUJIEBITNE YKa3aHHOE OOBSBIICHUE, TUIIYT JIMITY, €T0 Pa3MECTUBIIIEMY, U B XOJI€
MEPEeNUCKU 3JOYMBIIIJIEHHUK COOOIAeT, YTO HE HMEET BO3MOXKHOCTH JIUYHO
BCTPETUTHCS  JUIsl  Tepellaud  HUMYIIECTBAa, MpPeAjiaraéT  BOCIOJIb30BATHCA
KypbepckuMu ycayramu (Hampumep, «locraBka Kydap», «benmoura (EMC)»,
«Kypoepckas cinyx6a (CAIK)»). Ilpu cornmacuu mokymnartess MpaBOHAPYIIUTETh
BBICBUIACT B aJipec MOJIb30BaTelsd CChUIKY ¢ (DUIIMHTOBOW CTpaHUIICH caiiTa
Kakoro-mu0o BHUAa JOCTaBKH, IIe mpeaiaraercs BBecTH pekBu3uThbl BIIK mis
OIUIaThl TOBapa, YCIyr Kypbhepa, MACHOpPTHBIE JaHHBIE, HOMEpP MOOMJIHLHOTO




TenedoHa, a Takke Koa u3 cMmc-coobmienus. [locie BBoga ganHoN nHpOpManuu
MOJIb30BaTENI0  OOBIYHO coobmaercs 00 omuOke MO0 calT mepecTaer
3arpyxarbcs («3aBucaer»). B 310 BpeMs BCIO BBEIECHHYH0 HH(MOPMALUIO BHUJIUT
3JIOYMBIIUICHHUK U BBOJMT €€ Ha JIEUCTBUTEIBHOM caiiTe 0aHKa, Moay4asi TOCTyI
K JICHeXKHBIM CpEACTBaM TIOJb30BaTeNsl W coBepmias ux xwuineHue. [Iposens
HECAaHKI[MOHUPOBAHHYIO OIEpalMio IO TEPEeBOJY JCHEXKHBIX CPEACTB, OH
COOOIIAaeT MOJB30BATENI0, YTO MO TEXHUYECKHMM TMPUYMHAM HE MOXET €€
OCYILIECTBUTh, U TPOCHUT IMOBTOPHUTH YKa3aHHBbIE ICUCTBUS C KaKOH-TO APYyroi
KapTOYKOH (POJCTBEHHUKOB MU 3HAKOMBIX).

3. O0MaH noTepneBLIEero MO/ MPeI0roM OKa3aHUsA NOMOIIM 0T UMEHHU
0aHKOBCKHX Pa0OTHHKOB.

Ha mMoOunbHbIN TeneoH MOTEPHEBIIET0 MOCTYNAaeT BXOISIINN 3BOHOK OT
3NI0yMbINUIeHHUKA. Kak npaBuiio, mpu 3TOM MOCIEAHUN MOJIb3YETCS CEPBUCOM I10
MoJAMEHYy HoMepa TenedoHa U yKa3blBaeT aOOHEHTCKUM HOMEp, MPUHAJIEKAITUN
KaKoMy-JIMOO OaHKy WM CXOXHUW C HUM, JTUOO HMCHOJIb3YET JIJIsi OCYILECTBICHUS
3BOHKa MecceHpkep (Hampumep, Viber), rae y BBI3BIBAIONMIET0 aOOHEHTa UMEETCS
APJBIK C JIOTOTUIIOM OaHKOBCKOTO yupexaeHus. [lamee oH mnpencTaBiseTcs
COTPYJHUKOM OaHKa (MOXET Ha3BaTh I0JIb30BATENIsI MO MMEHH M OTYECTBY, a
Takke cooomuth yactb HoMmepa bBIIK nubGo wuHbopmanuioo o HemaBHO
COBEPIIEHHBIX OIUIaTaxX). 3JOYMBIIIJIEHHUK COOOIAaeT O TMOJ03PUTEIbHBIX
omnepanusax Mo MepeBoy JICHEKHBIX CPEICTB B KPYHHBIX CyMMax Ha KapT-cuera
WHOCTPAaHHBIX 0aHKOB WJIM OPOPMIICHUU KPEAUTOB Ha MM notepnesiiero. Kormga
MOTEPHEBIINA OTBEYAET, YTO HUKAKUX ONEpalii OH HE MPOU3BOJNI,
3IOYMBIIIUICHHUK ~ COOOIIAeT, 4YTO  YyKa3aHHbIE  oOmepalud  HEoOXOIUMO
3a0JIOKMPOBaTh, B CBSI3M C YE€M IMPOCUT TMOJb30BATENsl HA3BaTh OT/ICIIbHBIC
pexBu3uThl BIIK 1100 nmacnopTHble JaHHBIE M COOOIIAET, YTO BBICHUIAET B aApec
MOJI30BATENSI CMC-COOOIIEHHUE C KOJOM, KOTOPBIM HEOOXOAMMO Ha3BaTh MOCIE
3BYKOBOTI'O CUTHaja. B 3TO BpeMsi BCe MOJyYEHHbIC CBEICHUS 3JI0YMBINLJICHHUK
BBOJIUT Ha caiiTe OaHKa, MOJIydaeT JOCTYM K JICHEKHBIM CPEJICTBaAM TOJIb30BATEIIS
u coBepmaer wux xumeHwe. CreayeT TMOMHHUThB, 4YTO  3alpalidBaeMas
MPECTYIMHUKOM WH(MOpMAIUs COTPYIHUKAM OaHka He TpeOyercs HU TMPHU KaKux
00CTOSITENIHCTBAX U OHU HE OYAYyT y3HABATh O HEW y KIIMEHTA.

4. Q0MaH _moTepneBLIEro Mo NpeIoroM MOKYINKH OWJIeTOB B KHHO,
TeaTp, OPOHUPOBAHUS KAJbAHHBIX, CAYH W _Np. (TAK Ha3biBaeMasi cxeMa
SKAHTHKHHOY).

Kubeprpectynanku ¢ (EMKOBBIX aKKayHTOB Ha pa3IMYHBIX caiTax,
MPEACTABISASCh, JICBYIIKAMU, 3HAKOMATCS C MYXKUYMHAMU H  TpeiararoT
MPOJIOIKUTE OOIIeHHe B MecceHKepax. st yOeauTeIbHOCTH OHM HaIlpaBJISIFOT
cobeceHukam ¢oTtorpaduu W TOJOCOBBIC COOOIICHUS, BEAyT Oeceapl II0
tenedoHy. 3areM MOIIEHHUKH TMPHUCHUIAIOT (DUIIMHTOBYIO CCBUIKY Ha CaWT,
HarpuMep, HECYIIECTBYIONIEr0 KUHOTeaTpa, B KOTOPOM IMpeJjiaraloT MpPOBECTH
BpeMs. MyXunHaM HeoOXOoAMMO 3a0pOHUPOBAThH MeCTa M BCE OIUIATUTh.




[lorepneBmme BBomAT pekBu3uTbl cBoux bIIK, Tem campim npepocraBmiss
MOILIGHHUKaM IIOJIHbI  KOHTPOJIb HaJ KapT-cueraMu. Takum oOpazom
3JI0YMBILUIEHHUKH 3aBJIaieBatOT AeHbramu. IIpu nomeitke oOpatutbes B Ciryx0y
HNOJIEpKKM ~ caiiTa  oOMaHyThle  TIpakJaHe  CHOBa  IIONMAJalT  Ha
KUOEPIPECTYITHUKOB, YTO HPEMNATCTBYET CBOEBPEMEHHOMY OOpAIlllEHUIO B
IIPaBOOXPAHUTEIIBHBIE OPraHBbl.

5. O0MaH noTepneBUIero oA NpeJIOroM NPOJIeHUs CPOKA JeHCTBUS
SIM-kapThl.

Ha TtenedoH mocTymaer 3BOHOK OT HEM3BECTHOTO, IPEICTaBIISIIOIIETOCS
o(pUIMaTBHBIM JIMIOM COTOBOM KOMIIAHHWHU, KOTOpPOE cooOLIaeT 00 OKOHYaHUU
cpoka neictBusi SIM-kapthl. [l ero mpoJjieHHs MOLIEHHUKHU IMPOCAT Ha3BaTh
KOJ U3 CMC-COOOUIEHMSI, KOTOPBI MPUXOAUT Ha TenepoH. Tak OHM MBITAIOTCS
HOJyYUTh JIOCTYI B JIMYHBIM KaOMHET Ha caiTe omepaTropa CBS3H, IOCIE YEro
YCTaHABJIMBAIOT IIEPEATPECAUI0 HAa KOHTPOJUPYEMBIN IMPECTYIIHUKAMU HOMEP.
Wuorna s BXOXKIEHUS K HUM B IOBEPUE NIPEAJIAratoT MeperTH MOTEPIIEBIIUM 110
(elKOBOM CCBUIKE.

6. O0MaH moTepneBUIEro O] MNPeNJ0roM O0Ka3aHUsl COJeiCTBHS B
IO0JIYYEHUH NOChLIKU Ha «bejmnourey.

[loTepnieBieMy HampaBisIOTCS COOOIICHHMS O MpUIIEANIEH MOCBUIKE,
KOTOPYI0 MOXHO TIOJYYUTh IIOCJIE 3allOJIHEHUS HeIoCTaroleld uHpopMauy,
nepens 1no ceplike. B peanbHOCTH e mocieqHss ABIsAeTcs (PUIIMHTOBOM, a BBOA
JIAHHBIX I03BOJISICT MOLIEHHHUKAM IIOJIYYHUTh JOCTYI K KapT-CUETy U ITOXUTHUTH
JICHBIU.

/. O0MaH _moTepneBUIero MOJ NpeAJoroM OKa3aHUs IOMOIIW _ero
POJACTBEHHUKY WJIH 0JJU3KOMY.

Ha MoOunbHbIN TeneoH MOTEepreBIIEro MOCTyNaeT BXOASIIMI 3BOHOK OT
3JIOYMBIIIUICHHUKA, KOTOPBIM COOOLIAET, YTO POJCTBEHHHK 3>KEPTBHI MOMNajl B
HEMpUATHYIO HcTOpuio (Hanpumep, oH ydacTHuk JTII, emy rpo3uT Tropsma, OH
HaxoauThes B OomnpHUIe). [locne aToro TpyOky Oeper sikoObl Bpau (ciaegoBaTeb,
MUJIUIMOHEDP, TPOKYPOP) U TOBOPUT, YTO CPOUHO HYKHBI JI€HBI'H, YTOOBI OIIATUTh
JIOpOrocTosilIee JICUeHUE UM J1aTh B3ATKY («OTKyHNUThCs»). B mpouecce auanora
NOTEPHEeBIINKA  OECHPEKOCIOBHO  BBIMOJHSIET TpeOOBaHMS MOIICHHUKA: B
HEKOTOPBIX CIIydasiX yCTaHaBIMBAaeT Ha cBoeM Tenedone mnporpammy AnyDesk,
RustDesk, ¢ moMompi0 KOTOPBIX MOIICHHHK OTCJICKHBACT M KOHTPOJIUPYET BCE
ero JeiCTBHs, BBIBEIbIBACT KOHQUACHIMAIbHYIO HHGPOpMAIMIO [0CTyna K
OaHKOBCKOMY CYETy, BBIHYXJIaeT O(OpMUTH M MepeodOpMHUTH KpeauT Jubo
COOOIIAET, YTO MPHUEAET Kypbep, KOTOPOMY CJeAyeT NepelaTh HaJuYHble JEHBIH.
Takum oOpa3oM, B pe3yJbTaTe MOIIEHHUYECKUX JEUCTBUN IMOTEPIICBIIMI
JIMIIAETCS IEHEKHBIX CPEACTB.




8. O0MaH moTepneBIIEro 1o/ MpPeJIoroM BPEMEHHOI0 3aMMCTBOBAHHUS
IEHer.

[Tociie HECaHKIMOHHUPOBAHHOIO JOCTYIIAa K CTPAaHULAM IIOJb30BATENsl B
COIIMATIBHBIX CETSAX 3JIOYMBIIUICHHUK pacChlIaeT OT €ro MWMEHH JIHIaM,
HaxoJsAmuMcs B pasnaenie «Jlpy3ps», cOOOImEHHWS C TpochkOOr 00 OKazaHWH
MOMOIIM, BBIPAXKAIOIICICS B TMEPEBOJAE JACHEKHBIX CPEACTB, JJISI YEro
WCIIOJIB3YIOTCSl paziuuHble mpemntoru: «lIpuBeT, HE MOT OBI THI OJOJDKHATH MHE
nener? Otnam depes napy aHei», «lIpuBet, momoxu, noxanyiicra, 10 pyOiei Ha
tenedoH, 1 oraamy», «IIpuBer, MOXKHO 5 NepeBeay TeOe Ha KapTy CBOM JCHBIH, a
TO y MEHS 3aKOHUMJICS CPOK JEHCTBHS KapThl (MU HE IMOJydaeTcs MEepeBeCTH Ha
CBOI0)?». Jlanee TPECTYMHUK BXOJUT B JIOBEpUE€ K HEPABHOIYIIHBIM
MOJIB30BATEIISIM M SIKOOBI ISl TIEpEeBOAA JICHEXKHBIX CPEJICTB MPOCUT COOOIIUTH
pexBu3uthl BIIK um kombl m3 cMmc-coobmenuii. Ilomp3oBaTenb, BBEICHHBIM B
3a0JTyKJICHUE OTHOCHUTEJIBHO JIMIA, OCYIIECTBUBIIEIO YKa3aHHYIO PACCBUIKY, HE
JIOTAIaBIIMNCA O MPECTYNMHOCTH €ro HaMepeHui, cooOIlaeT 3ampaiiiBaeMble
CBEJICHMS, BBHUAY YEr0 3JIOYMBIIUICHHUK TMOJy4aeT JOCTYN K JICHEKHBIM
CpEICTBaM >KEPTBBI U COBEpIIACT UX xullleHue. [IpoBensi HecCaHKIMOHUPOBAHHYIO
OTIEpaIUIO IO MEPEBOY JICHEKHBIX CPEACTB, TO €CTh (PaKTUYECKH YK€ MOXUTHUB
JIGHbI'U C OJTHOM KapThl, 3JI0YMBIIIJIEHHUK YaCTO COOOIIAET, YTO MO TEXHUUYECKUM
MIpUYMHAM HE MOXET OCYIIECTBUTH OMNEPALMI0O U MPOCUT MOBTOPUTH YKa3aHHBIC
JNEeUCTBUS C KaKOW-THOO Jpyroil KapTOUKOM (POJICTBEHHHUKOB WIJIM 3HAKOMBIX),
9TOOBI IPOJIOJIKUTE XUIIICHUS C IPYTUX OAaHKOBCKHUX CUETOB.

Bce npuBeneHHble TPUMEPHI MOKA3bIBAIOT, YTO MOIIEHHHKH HCIOIb3YIOT
bakTop HEOXXHIAHHOCTH M CO3JAIOT JUIsl KEPTBbl MAaKCUMAaJbHO HEYJAOOHBIE,
OTrpaHUYEHHbIE IO BPEMEHU YCIOBUS Il aHanM3a npoucxonsuiero. OObIMHO UX
untepecyer Homep BIIK, norun u maposib OT KaOuWHETa MOJIb30BaTeNs, KOAbl U3
CMC-COOOIIICHHS.

s Toro 4rodnl o0e3omacurb ce0si M CBOM [ICHEKHbIC CpPeACTBa,
HE00X0AMMO CO0JII0AATH CJIeAYIOLEe IPABUJIA:

HE pas3riamarh JOTMHBI, Homepa TenedoHoB, mnaposu, I[IMH-konmwl,
pekBusuthl BIIK, pacuetHbix cuetoB, cekpetHbie (CVC/CVV-komabl, aaHHBbIC
KacaTeJIbHO MOCIEIHUX IJIaTeXKEH U CpoKa JACHCTBUS IUIACTHUKOBBIX KapTOUEK
TPETHUM JIUIIAM;

MOJKIIIOUYUTh M  HCIOJIb30BaTh TexHonorutio «3D  Secure», xotopas
obecrnieunBaeT 0€30MacHOCTh IUIaTexeil B cetu MIHTepHeT, M03BOIsIET 0THO3HAYHO
UJACHTUDUIIMPOBATh  TMOJUIMHHOCTD  JEpXKaTelsl  KapThl, OCYIIECTBISAIOIIETO
orepaluro, 1 MaKCUMaJIbHO CHU3UTh PUCK MolleHHUYecTBa. [Ipu ncnons3oBanuu
3TOM TexHonoruu aepxkarenb BIIK moaTBepkaaeT kaxkayr onepanyio mo CBOEH
KApTOUYKE CIEUUAbHBIM CEaHCOBBIM IapoJieM, KOTOpBI OH MOJy4aeT B BUJE
CMC-COOOIIEHHS Ha CBOM MOOMIIbHBIN TenedoH;

UCKJIIIOUUTh  Tepefadyy  MOCTOPOHHMM  JIMIAM  TOJIYYEHHBIX B
CMC-COOOIIIEHHSIX CEaHCOBBIX MapoJjeil AJisi MOATBEPKICHUS ONepalui, a Takxke
cBoux BIIK, kakum ObI TO HHI OBIIIO CLIOCOOOM;




BBOJIUTh CEKPETHBIE JaHHbIE TOJBKO HA caiTax, 3allMIIEHHBIX
ceprudukaraMyu 0€30MaCHOCTH M Me€XaHM3MaMM wupoBaHus. JloMEeHHbIE UMEHA
ITUX PECYPCOB B aJIpeCHOM CTPOKE Kaxaoro Opaysepa HaumHatotcs ¢ https:/, a ve
http://;

IPOU3BOJNUTH  PETYJSIPHBIA ~ MOHHUTOPHMHI  BBINIOJHEHHBIX  OIEpaLUy,
UCITIOJIB3Ysl pa3/iell C UICTOPUEH IUIATEKEW, KOHTPOJIUPOBATh CBOU CIIMCAHMS;

WCIIONIb30BaTh  JIOMOJHUTENbHBI  YPOBEHb  0O€30MacHOCTH  (CHUCTEMBI
MHOTOYPOBHEBOM  ayTeHTU(HKAIIMH, CMC-MH(QOPMHpPOBAHHE O  PACXOTHBIX
onepauusx);

noo0paTh CHOXKHBIA MMapoiib, HWCHONB3YS Habop uudp, 3arigaBHBIX U
CTPOUYHBIX OYKB, KOTOPBIA OYJET MOHSATEH JIUIIb BIAAETbIly akKkayHTa. MI3MeHATDH
napojib Kaxnaple 2-4 HENenu, €CIHM IOJIb3YyeTeCh YYy)XKMMHU KOMIBIOTEpaMHU JUIs
BXO0/Ia B CUCTEMY UHTEPHET-O0aHKUHT 4,

HE MPUMEHATh aBTOMAaTUYECKOE 3allOMUHAHUE MapoJiel B Opaysepe, eciu K
IIEPCOHAIIBHOMY KOMITBIOTEPY OTKPBIT JOCTYI IIOCTOPOHHUM JINLIAM WM €CIH IS
BXO/JIa Ha CaliT UCHOJb3YETCS KOMIIBIOTEP OOIIETO JOCTYIa;

yCTaHaBIMBaTh AHTUBHUPYCHYIO 3alllUTy, CBOEBPEMEHHO OOHOBIS 0a3bl
JAHHBIX BUPYCOB M IIITMOHCKUX YTHIIUT;

npuBsizatb K MAC wmm IP-agpecy BXoa B JMuHBIA KaOMHET Ha caiTe
MHTEpPHET-0aHKUHTA;

He BbIKIaAbBaTh (Qororpaduro BIIK B cerb HMHTEpHET, NOCKOJIBKY
UMEIOIINXCA Ha UW300pAKEHUH CBEICHHM MOXET ObITh JOCTAaTOYHO IS
COBEpILICHHUS OIEpaLlMii C HCIIOJIB30BAHUEM ATHX JAHHBIX O€3 BEZOMa Bia/eiblia.



